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Terms of Reference
FOR CONSULTING SERVICES FOR
STRENGTHENING THE CAPACITY OF THE MAFWM FOR MANAGEMENT OF IСТ RELATED ACTIVITIES AND PROJECTS THROUGH DEVELOPMENT OF COMPREHENSIVE ICT GOVERNANCE AND COMPLIANCE FRAMEWORK

1. BACKGROUND
The Serbia Competitive Agriculture Project (SCAP), a US$50 million investment, was approved by the World Bank in December 2019 and ratified by the National Assembly of the Republic of Serbia in February 2020. The objective of the Project is to improve access to markets and information systems for agricultural producers in Serbia. This will be achieved through a) improving the productivity of small and medium-scale farmers by strengthening advisory and technical support; b) supporting market access of small and medium-scale farmers (including finance and business planning capacity); c) improving government systems to strengthen the enabling environment for all agricultural producers (including capacity building for the Ministry, information systems, and data platform).
The Project will provide financial and technical support to all productive investments in agriculture in Serbia through the national rural development program[footnoteRef:1] and will not finance direct payments (subsidies). This delimits the scope of Project interventions outside of all IPARD measures that the country has been accredited for or plans to be accredited for and puts it in the center of national rural development program. [1:  In 2018, the program received 8,000 applications from small and medium-scale producers.] 

Beneficiaries: Small and medium-scale agricultural production units (including producers, producer groups, agribusinesses/agro-processors that can provide direct links to smallholder farmers) that have or can have a commercial focus and are not covered by accredited IPARD measures. Although large producers will not be directly targeted, the project will also benefit them with the enabling environment it will create through the improvements in information systems and the financial services provided. Small and medium size producers are defined by the economic size of holding expressed in euros of standard output. For the purposes of this project and the context of Serbia, small producers are those with an economic size of up to EUR 8,000; medium producers are those with an economic size between EUR 8,000 and 25,000.
Project Description: The Project activities are structured into three Components. Component 1) will focus on improving the productive and entrepreneurial capacity of small and medium farmers by supporting business and financial planning for productive investments, as well as supporting market access and strengthening sector competitiveness. Component 2) will focus on improving the capacity of the Ministry of Agriculture, Forestry and Water Management (MAFWM- Client) to provide core public goods for improving sector performance. This includes establishing and information system aligned with EU CAP requirements to enable evidence- based policy making and monitoring of results, enhance market information for stakeholders and build capacity for regulatory roles aligned with EU CAP. Component 3) will focus on project management. 
By addressing sector needs at the level of producers (Component 1) and the Client (Component 2), the Project will support a broader policy reform process in the agriculture sector through: i) improved targeting of policy instruments to different typologies of producers, ii) strengthened enabling environment for investment for small and medium agricultural producers, by improving the delivery of services to these productive segments (advisory, financial, information, etc.), iii) improving the monitoring of public resources and their utilization, as well as sector performance. It is expected that this will bring about a significant shift in the utilization of public resources in agriculture from subsidies (direct payments) to rural development investments.

2. OBJECTIVE OF THE ASSIGNMENT
2.1. General Objective
The objective of developing the following set of documents is to establish comprehensive guidelines, standards, and procedures that ensure the efficient, secure, and compliant management of information technology (IT) projects and systems within the organization. These documents aim to establish a robust framework that enables the organization to effectively manage its IT projects, systems, and operations while mitigating risks, ensuring compliance, and driving innovation and efficiency.
The scope of work entails thoroughly reviewing and reconciling existing rulebooks, guidelines, and procedures within the Client, identifying areas for improvement. This process involves an analysis of current rulebooks and practices to ensure consistency and accuracy. Additionally, based on best practices and industry standards, the Consultant will propose improvements aimed at optimizing the efficiency, clarity, and effectiveness of the overall ICT within the Client. The final deliverables will include a comprehensive analysis outlining the reconciliation process, highlighting discrepancies, and providing actionable recommendations for enhancing the rulebooks in line with established best practices. Once developed the set of documents will also be used to help DAP in the Certification Alignment with SRPS/ISO 27001.
Detailed description of the requirements for each of the documents is provided later in the ToR.
Additionally, the Consultant shall provide training to dedicated Client personnel on how to implement the described procedures, fostering a culture of proficiency and ensuring effective adoption throughout the organization. This comprehensive approach aims to equip staff with the necessary skills and knowledge to effectively manage IT projects and systems, thereby enhancing operational efficiency and reducing risks.

2.2. Specific Objectives
The overall objective of this ToR is to develop a comprehensive set of documents to enhance the efficiency, effectiveness, and security of the Client IT infrastructure and project management processes. This scope includes among others 
a) Creation of a Rulebook on the Management of ICT Projects outlining best practices, methodologies, and protocols for project management. 
b) Development of a Rulebook on the Regulation of Project Deliverables detailing standards and requirements for project deliverables. 
c) Compilation of a List of Standards for the Development of Software Solutions ensuring reliability, scalability, and interoperability. 
d) Formulation of a Rulebook on Policies and Procedures for Change Management of Hardware, System, and Software Solutions establishing clear protocols for managing changes. 
e) Design of a Risk Assessment Methodology to identify, assess, and mitigate potential risks to the IT environment. 
f) Establishment of Policy and Procedures for Creation of Backup to ensure data integrity and availability. 
g) Definition of Security Policies outlining the framework for information system security. 
h) Conducting a Training Needs Assessment to identify knowledge and skills required for policy implementation.
i) Assistance in the Adoption of an Interoperability Framework to enhance connectivity between systems. 
j) Guiding the Certification of the Directorate for Agrarian Payment, aligning with SRPS/ISO 27001 standards.

3. SCOPE OF SERVICES
The consultancy will encompass the full development of the following set of documents as described below:

3.1. Rulebook on Management of ICT Projects
The rulebook on the management of ICT (Information and Communication Technology) projects should cover various aspects to ensure successful planning, execution, and completion. By addressing these areas in the rulebook, the Client can establish a solid foundation for the effective management of ICT projects and achieving their objectives. Below is a list of key elements that should be included in the rulebook:
1. Project Objectives and Scope: Clearly define how to establish the goals, objectives, and scope of the ICT project. This sets the foundation for all project activities.
2. Stakeholder Identification and Management: Define how to identify all stakeholders involved in the project and define their roles and responsibilities. Develop strategies for effective communication and engagement with stakeholders throughout the project lifecycle.
3. Project Planning: Outline how to define a detailed project plan including timelines, milestones, resources, budget, risk management, and quality assurance processes.
4. Requirements Management: Define how to establish a systematic process for gathering, documenting, and managing project requirements. Elaborate how to ensure that requirements are clearly defined, agreed upon, and properly communicated to all stakeholders.
5. Team Organization and Roles: Define the necessary structure of the project team, including roles and responsibilities of team members, leadership hierarchy, and reporting mechanisms.
6. Resource Management: Define how to allocate resources (human, financial, and technological) efficiently to support project activities and deliverables. Elaborate how to monitor resource utilization and adjust as needed throughout the project lifecycle.
7. Risk Management: Identify potential risks and develop mitigation strategies to minimize their impact on project objectives.
8. Change Management: Establish procedures for managing changes to project scope, requirements, or other key aspects. Elaborate how to ensure that changes are properly evaluated, documented, and communicated to stakeholders.
9. Quality Assurance and Testing: Implement processes for ensuring the quality of deliverables through testing, reviews, and validation against requirements. Define criteria for acceptance and sign-off of project deliverables.
10. Communication Plan: Develop a communication plan that outlines how information will be shared among project stakeholders, including frequency, channels, and formats for communication.
11. Monitoring and Reporting: Establish mechanisms for monitoring project progress against the plan and reporting on key performance indicators (KPIs) to stakeholders. 
12. Project Closure: Define criteria and procedures for formally closing out the project, including documentation of lessons learned, final reporting, and handover of deliverables to stakeholders or operations teams.
13. Legal and Regulatory Compliance: Ensure that the project adheres to relevant laws, regulations, and industry standards governing data privacy, security, intellectual property, and other areas applicable to ICT projects.
14. Ethical Considerations: Incorporate ethical guidelines and principles into project management practices, particularly when dealing with sensitive data, emerging technologies, or potential social impacts.

3.2. Rulebook on the Regulation of Project Deliverables
The rulebook on the regulation of project deliverables should outline guidelines, standards, and procedures to ensure that deliverables meet quality requirements, regulatory compliance, and stakeholder expectations. By incorporating these elements into the rulebook, Client can establish clear guidelines and processes for regulating project deliverables and ensuring their quality, compliance, and effectiveness. Below is a list of key elements that should be included in the rulebook:
1. Quality Standards and Metrics: Define the quality standards that project deliverables must meet, including criteria for functionality, performance, reliability, usability, and security. Establish metrics and benchmarks for measuring and assessing the quality of deliverables throughout the project lifecycle.
2. Regulatory Compliance Requirements: Elaborate how to identify relevant laws, regulations, industry standards, and contractual obligations that govern the development and delivery of project deliverables. Define how to ensure that deliverables comply with applicable regulatory requirements, such as data privacy, security, accessibility, and environmental standards.
3. Documentation and Documentation Standards: Specify the types of documentation required for each deliverable, such as requirements specifications, design documents, test plans, user manuals, and compliance certificates. Define standards for document format, structure, content, version control, and approval processes.
4. Configuration Management: Establish procedures for managing changes to project deliverables, including version control, configuration identification, change control, and baselining. Elaborate how to ensure that changes are properly documented, reviewed, approved, and implemented in accordance with configuration management processes.
5. Testing and Quality Assurance: Define testing methodologies, techniques, and tools for verifying the correctness, completeness, and reliability of project deliverables. Implement quality assurance processes, such as code reviews, inspections, and audits, to identify and rectify defects or deficiencies in deliverables.
6. Acceptance Criteria and Sign-off Procedures: Specify the criteria that must be met for stakeholders to accept project deliverables. Define procedures for conducting acceptance testing, obtaining stakeholder feedback, resolving issues or discrepancies, and obtaining formal sign-off on deliverables.
7. Delivery and Deployment Procedures: Outline the procedures for delivering project deliverables to stakeholders, including packaging, labeling, shipping, and installation instructions. Define deployment processes for transitioning deliverables into production or operational environments, ensuring minimal disruption and risk.
8. Documentation of Deliverables: Define how to ensure that comprehensive documentation is provided for each deliverable, including technical specifications, user documentation, training materials, maintenance procedures, and warranty information. 
9. Intellectual Property Rights: Address intellectual property rights associated with project deliverables, including ownership, licensing, copyright, and patents. Clarify the rights and responsibilities of project stakeholders regarding the use, modification, distribution, and protection of intellectual property embedded in deliverables.
10. Dispute Resolution and Escalation Procedures: Establish mechanisms for resolving disputes or disagreements related to project deliverables, such as mediation, arbitration, or escalation to higher authorities. Define procedures for handling disputes in a timely, fair, and impartial manner to minimize project delays or disruptions.
11. Post-Delivery Support and Maintenance: Specify the responsibilities of project stakeholders for providing ongoing support, maintenance, and updates for project deliverables after they have been delivered and accepted. Define service-level agreements (SLAs), response times, and escalation procedures for addressing issues or requests related to deliverables.

3.3. List of Standards for the Development of Software Solutions
The list of standards for the development of software solutions provides guidelines and best practices for various aspects of software development, ensuring that software solutions are developed and delivered with high quality, reliability, security, and compliance with industry regulations and standards. Depending on the specific requirements of a project or organization, additional standards and frameworks may also be applicable. Below is a breakdown of the most used categories of standards across different stages of software development that should be addressed within the list:
1. Software Requirements Engineering:
2. Software Design:
3. Coding and Implementation:
4. Testing and Quality Assurance:
5. Configuration Management:
6. Software Maintenance:
7. Software Documentation:
8. Software Security:
9. Software Accessibility:
10. Software Project Management:
11. Software Engineering Ethics and Professionalism:
In addition to the technical standards governing the development of software solutions, the List of Standards for the Development of Software Solutions might encompass the preparation of essential user documentation such as user manuals, use cases, and scenarios. These materials serve as vital support mechanisms for end users, aiding in their understanding and effective utilization of the defined standards. User manuals provide comprehensive guidance on standards functionality and usage procedures, while use cases and scenarios offer practical examples of how the standards can address specific user needs or tasks. 

3.4. Rulebook on Policies and Procedures for Change Management of Hardware, System and Software Solutions
Rulebook on policies and procedures for change management of hardware, system, and software solutions should assist the Client in establishing robust policies and procedures for effectively managing changes to hardware, systems, and software solutions while minimizing risks and disruptions to business operations. These procedures should provide guidelines and processes to effectively manage changes throughout their lifecycle. Below is a breakdown of what elements should be described in the rulebook:
1. Change Management Objectives and Scope: Define the objectives and scope of the change management process. Identify the types of changes covered, including hardware modifications, system upgrades, and software updates.
2. Change Request Submission: Define procedures for submitting change requests, including the required information and documentation. Specify channels and platforms for submitting change requests, such as a change management system or ticketing system.
3. Change Evaluation and Prioritization: Establish criteria for evaluating change requests, including impact analysis, risk assessment, and alignment with business objectives. Define a prioritization framework to categorize changes based on their urgency, importance, and impact.
4. Change Approval Authority: Specify roles and responsibilities for approving changes, including change requesters, change approvers, and change control boards. Define escalation procedures for resolving conflicts or disagreements during the approval process.
5. Change Implementation Planning: Develop change implementation plans that detail the steps, resources, and timelines required to execute approved changes. Identify dependencies, constraints, and potential risks associated with change implementation.
6. Change Testing and Validation: Define procedures for testing and validating changes to ensure that they meet quality, performance, and compatibility requirements. Specify criteria for acceptance testing and sign-off before changes are deployed into production.
7. Change Communication and Stakeholder Management: Establish communication channels and protocols for informing stakeholders about upcoming changes, including the rationale, schedule, and expected impacts. Provide guidelines for managing stakeholder expectations and addressing concerns or feedback related to changes.
8. Change Deployment and Rollback Procedures: Define procedures for deploying changes into production environments, including rollback plans in case of unexpected issues or failures. Specify change freeze periods and blackout windows to minimize disruptions during critical business operations.
9. Change Documentation and Reporting: Require comprehensive documentation of all changes, including change requests, implementation plans, test results, and post-implementation reviews. Define reporting requirements for tracking change metrics, such as the number of changes implemented, success rates, and incidents caused by changes.
10. Change Review and Continuous Improvement: Define how to conduct periodic reviews of the change management process to identify areas for improvement and address any recurring issues or bottlenecks. Define how to encourage feedback from stakeholders and participants to foster a culture of continuous improvement in change management practices.
11. Regulatory Compliance and Auditing: Define how change management processes comply with relevant laws, regulations, industry standards, and internal policies. Establish procedures for auditing change management activities to verify compliance and identify opportunities for enhancement.

3.5. Risk Assessment Methodology
Risk assessment methodology should provide a structured approach to identifying, analyzing, evaluating, and mitigating risks across various dimensions of a project, process, or system. By following a comprehensive risk assessment methodology, Client can systematically identify, analyze, and manage risks to minimize their impact on project success and enhance overall resilience and performance. Below are the key components that the developed methodology should include and address:
1. Risk Identification: Define how to systematically identify potential risks that could affect the project, process, or system. This could involve brainstorming sessions, reviewing historical data, conducting interviews, and using risk identification techniques such as SWOT analysis, cause-and-effect diagrams, and checklists.
2. Risk Classification: Define how to categorize identified risks based on their nature, origin, and impact on project objectives. Common risk categories include technical risks, organizational risks, external risks, and operational risks.
3. Risk Analysis: Define how to analyze each identified risk to assess its likelihood of occurrence and its potential impact on project objectives. This can be done quantitatively using techniques such as probability analysis and expected monetary value analysis, or qualitatively using methods like risk matrices and risk scoring.
4. Risk Prioritization: Define how to prioritize risks based on their significance, considering factors such as severity of impact, likelihood of occurrence, and proximity in time. High-priority risks should receive more attention and resources for mitigation.
5. Risk Evaluation: Define how to evaluate the overall risk exposure of the project, process, or system by aggregating and analyzing individual risk assessments. This helps stakeholders understand the cumulative impact of multiple risks and make informed decisions about risk tolerance and risk management strategies.
6. Risk Mitigation Planning: Develop risk mitigation strategies and action plans to address identified risks. This may involve risk avoidance, risk reduction, risk transfer, or risk acceptance, depending on the nature of the risk and the organization's risk appetite.
7. Risk Monitoring and Control: Define how to implement mechanisms for ongoing monitoring and control of identified risks throughout the project lifecycle. This includes tracking the status of risks, assessing changes in risk exposure, and implementing corrective actions as needed to keep risks within acceptable limits.
8. Communication and Reporting: Define how to establish channels for communicating risk information to relevant stakeholders, including project sponsors, team members, and other key stakeholders. 
9. Documentation and Documentation Standards: Define how to document all aspects of the risk assessment process, including risk registers, risk profiles, risk mitigation plans, and risk monitoring reports. Elaborate how to ensure that documentation is clear, comprehensive, and accessible to stakeholders as needed.

3.6. Policy and Procedures for Creation of Backup
A comprehensive policy and procedures for creating backups should address various aspects of backup creation, storage, retention, and restoration to ensure data integrity, availability, and resilience. By implementing a comprehensive policy and procedures for creating backups, Client should be able to minimize the risk of data loss, enhance data protection, and ensure continuity of operations in the event of unexpected incidents or disasters. Below are the key elements that the set of procedures should include and be addressed:
1. Policy Statement: Define the purpose, scope, and objectives of the backup policy, emphasizing the importance of data protection, disaster recovery, and business continuity.
2. Backup Strategy: Define the backup strategy, including the types of data to be backed up (e.g., databases, files, configurations), backup frequency, retention periods, and backup methods (e.g., full, incremental, differential).
3. Backup Schedule: Define a backup schedule that aligns with business requirements and regulatory compliance obligations. Specify the frequency and timing of backups for different types of data and systems.
4. Backup Storage: Define storage requirements for backup data, including storage capacity, redundancy, and security measures. Specify where backups will be stored (e.g., on-premises, cloud, off-site), considering factors such as data sovereignty and accessibility.
5. Backup Procedures: Provide detailed procedures for creating backups, including step-by-step instructions, required tools and software, and roles and responsibilities of personnel involved in the backup process.
6. Data Retention: Define data retention policies and procedures for managing backup data throughout its lifecycle. Specify retention periods based on regulatory requirements, legal obligations, and business needs.
7. Backup Testing and Validation: Define procedures for testing and validating backups to ensure their integrity and reliability. Regularly verify backup integrity, perform test restores, and validate backup data against original sources.
8. Backup Security: Define security measures to protect backup data from unauthorized access, tampering, or loss. Elaborate on how to encrypt backup data both in transit and at rest, restrict access to backup repositories, and implement access controls and authentication mechanisms.
9. Monitoring and Alerting: Define monitoring and alerting mechanisms to track backup performance, status, and compliance with established policies. Set up alerts for backup failures, storage capacity thresholds, and other critical events.
10. Incident Response and Recovery: Define procedures for responding to backup failures, data loss incidents, or other emergencies. Establish roles and responsibilities for incident response teams, prioritize recovery efforts, and implement contingency plans for restoring data from backups.
11. Backup Documentation: Define how to maintain comprehensive documentation of backup policies, procedures, configurations, and audit trails. Document backup schedules, retention policies, testing results, and incident response procedures for reference and compliance purposes.
12. Training and Awareness: Define how to provide training and awareness programs to educate personnel involved in backup operations about their roles, responsibilities, and best practices. Elaborate on how to ensure that staff are adequately trained to perform backup tasks effectively and securely.
13. Compliance and Audit: Define how to ensure that backup policies and procedures comply with relevant laws, regulations, industry standards, and organizational policies. Elaborate how to conduct regular audits and assessments to verify compliance and identify areas for improvement.

3.7. Security Policies Defining the Framework for Information System Security
A comprehensive set of security policies defining the framework for information system security should cover various aspects of security governance, risk management, access control, data protection, incident response, and compliance. By implementing comprehensive security policies and procedures, Client can establish a strong framework for protecting information assets, mitigating security risks, and maintaining compliance with regulatory requirements and industry standards. Below are the key elements that the set of procedures should include and be addressed:
1. Information Security Policy Statement: Define the need for the organization's commitment to information security, its importance to business operations, and the responsibility of all employees to adhere to security policies and procedures.
2. Security Governance: Define a governance structure for overseeing information security, including the roles and responsibilities of key stakeholders, such as senior management, information security officers, and data owners.
3. Risk Management: Define procedures for identifying, assessing, and managing information security risks. Establish risk criteria, risk acceptance thresholds, and risk treatment plans to mitigate identified risks.
4. Access Control: Define access control policies and procedures to ensure that access to information systems and data is authorized, authenticated, and audited. Specify user account management, password policies, and privilege management controls.
5. Data Protection: Define policies and procedures for protecting sensitive information from unauthorized access, disclosure, alteration, or destruction. Define data classification, encryption, and data handling requirements based on sensitivity and regulatory requirements.
6. Network Security: Define network security policies and controls to protect against unauthorized access, network attacks, and data breaches. Specify firewall rules, intrusion detection and prevention systems, network segmentation, and secure configurations.
7. Endpoint Security: Define policies and procedures for securing endpoints, such as desktops, laptops, mobile devices, and servers. Define requirements for antivirus software, endpoint encryption, patch management, and device management.
8. Incident Response: Define procedures for detecting, reporting, and responding to information security incidents. Establish an incident response team, incident classification, escalation procedures, and incident handling processes.
9. Physical Security: Define physical security policies and controls to protect information systems and assets from physical threats, theft, vandalism, and unauthorized access. Specify access control measures, surveillance systems, and security awareness training for employees.
10. Business Continuity and Disaster Recovery: Define policies and procedures for ensuring business continuity in the event of disruptions, disasters, or emergencies. 
11. Vendor Management and Third-Party Security: Define requirements for assessing and managing security risks associated with third-party vendors, suppliers, and service providers. Specify due diligence, contract requirements, and ongoing monitoring of third-party security practices.
12. Security Awareness and Training: Define a security awareness and training program to educate employees about information security risks, policies, and best practices. 
13. Compliance and Audit: Define how the security policies and procedures comply with relevant laws, regulations, industry standards, and contractual obligations. 

3.8. Adoption of interoperability framework
A comprehensive adoption of an interoperability framework should encompass various components to ensure seamless integration, communication, and interoperability between different systems, platforms, and technologies. By incorporating these components into the adoption of an interoperability framework, Client shall achieve seamless integration, communication, and collaboration between disparate systems and stakeholders, leading to improved efficiency, innovation, and value creation. Below are the key elements that should be addressed within the framework:
1. Definition of Interoperability Objectives: Clearly define the objectives and goals of adopting an interoperability framework, aligning them with the strategic objectives of the organization. Determine the desired outcomes, such as improved data exchange, enhanced collaboration, and streamlined processes.
2. Stakeholder Identification and Engagement: Identify key stakeholders who will be impacted by or involved in the interoperability initiative. Engage stakeholders from different departments, teams, and external partners to gather requirements, gain buy-in, and ensure alignment with their needs and priorities.
3. Standards and Protocols: Identify and adopt relevant standards, protocols, and specifications for interoperability. Ensure compatibility with industry standards and regulatory requirements.
4. Data Governance and Management: Establish data governance policies and practices to ensure the quality, integrity, and security of data exchanged between systems. Define data ownership, data stewardship roles, data classification, and data sharing agreements to maintain trust and confidentiality.
5. Data Formats and Semantic Interoperability: Define common data formats, schemas, and ontologies to enable semantic interoperability between systems. Define how to ensure that data exchanged between systems is structured, standardized, and semantically meaningful to facilitate accurate interpretation and processing.
6. Security and Privacy: Define security measures to protect data privacy, confidentiality, and integrity during data exchange and integration processes. 
7. Monitoring and Performance Management: Define monitoring and performance management tools to track the performance, availability, and reliability of integrated systems. 

3.9. Training Needs Assessment
A comprehensive training needs assessment aimed at improving knowledge and expertise should involve a systematic process of identifying skill gaps, learning objectives, and training priorities for individuals or groups within an organization. By following these steps, Client can conduct a comprehensive training needs assessment that effectively identifies and addresses skill gaps, leading to improved knowledge, expertise, and performance among employees. Below are the key elements that should be addressed within the training needs assessment:
1. Define Training Goals: Clearly define the overarching goals and objectives of the training needs assessment, aligning them with the strategic objectives of the organization and the specific needs of the target audience.
2. Identify Target Audience: Determine the specific individuals or groups within the organization who require training. Consider factors such as job roles, responsibilities, skill levels, and performance gaps.
3. Conduct Skills Gap Analysis: Assess the current skills, knowledge, and competencies of the target audience relative to their job requirements and organizational goals. Identify areas where some gaps or deficiencies need to be addressed through training.
4. Prioritize Training Needs: Prioritize training needs based on their importance to organizational objectives, the severity of the skill gaps, and the potential impact on individual and organizational performance.
5. Set Learning Objectives: Define clear and specific learning objectives for each identified training need. Learning objectives should be measurable, achievable, relevant, and time-bound, outlining what participants should be able to accomplish after completing the training.
6. Evaluate Training Methods and Content: Determine the most appropriate training methods and delivery formats based on the learning objectives, audience preferences, and available resources. Consider options such as instructor-led training, e-learning modules, workshops, on-the-job training, and self-paced learning.
7. Prepare Evaluation Forms: The scope of work includes designing and developing evaluation forms and criteria tailored to assess specific criteria, ensuring clarity, relevance, and effectiveness in capturing data for performance appraisal or feedback purposes.
8. Implement Training Program: Furnish comprehensive guidelines to newly onboarded DAP ICT staff for adhering to the developed set of procedures and rulebooks. Additionally, establish evaluation criteria to gauge the performance of the newly onboarded staff.

3.10. Guiding the Certification of the Directorate for Agrarian Payment – alignment with the SRPS/ISO 27001
Guiding the Certification of the Directorate for Agrarian Payment to align with the SRPS/ISO 27001 standard involves ensuring that the DAP information security management system (ISMS) meets the requirements specified in the standard. By following these steps, the Directorate for Agrarian Payment can achieve certification of its information security management system in alignment with the SRPS/ISO 27001 standard, demonstrating its commitment to protecting sensitive information and maintaining a robust security posture. Below are the key elements that should be addressed within the steps for certification:
1. Gap Analysis: Conduct a thorough gap analysis to identify any areas where the organization's current information security practices and controls may not align with the requirements of the SRPS/ISO 27001 standard.
2. Risk Assessment: Perform a comprehensive risk assessment to identify and evaluate information security risks to the organization's assets, including sensitive data, systems, and processes.
3. ISMS Development: Develop and implement an information security management system (ISMS) based on the requirements of the SRPS/ISO 27001 standard. This involves establishing policies, procedures, and controls to manage information security risks effectively.
4. Documentation: Develop and maintain documentation of the ISMS, including policies, procedures, risk assessments, risk treatment plans, and records of information security incidents and actions taken.
5. Security Controls: Implement a set of security controls to mitigate identified risks and protect the confidentiality, integrity, and availability of information assets. These controls should cover areas such as access control, cryptography, physical security, and incident management.

Note: The scope of work involves conducting preparatory tasks for the Certification of the Directorate for Agrarian Payment, focusing specifically on aligning its processes with the SRPS/ISO 27001 standard for information security management systems. This includes an in-depth analysis of current practices, identifying gaps in compliance with the standard, and developing a roadmap for alignment. Additionally, the Consultant will collaborate closely with the Directorate to advise in implementing necessary changes, however the certification itself will be facilitated independently by the DAP.
Additionally, the Consultant shall provide training to dedicated Client personnel on how to implement the above-described procedures, fostering a culture of proficiency and ensuring effective adoption throughout the organization. This comprehensive approach aims to equip staff with the necessary skills and knowledge to effectively manage IT projects and systems, thereby enhancing operational efficiency and reducing risks.

4. WORKING CONDITIONS
Project start date: Immediately upon contract signing.
The duration of the assignment is estimated to be (up to) 8 months from commencement. The Consultant shall propose the number of visits and schedule of work in their proposal.
During work at home/office, the Consultant will be available through an internet connection for communication including video conferencing.
Office accommodation for each expert working on the Contract is to be provided by the Consultant. 
The Consultant shall ensure that experts are adequately supported and equipped. In particular, it shall ensure that there is sufficient administrative, secretarial, and interpreting provision to enable experts to concentrate on their primary responsibilities.  
The scope of work will be performed collaboratively with the beneficiary (Client) through joint meetings, sessions, and consultations to ensure alignment with their requirements, expectations, and objectives. Regular joint sessions will be scheduled to facilitate open communication and information sharing throughout the project lifecycle. This approach aims to foster a strong partnership between all stakeholders, promote transparency, and maximize the effectiveness of the project outcomes by incorporating the beneficiary's input and insights at every stage of the process.

5. REPORTING REQUIREMENTS
The Consultant shall produce the documents listed, in line with the schedule noted in section 6:
· Inception Report: up to 2 weeks after contract signing the Consultant shall submit an Inception Report that will include a timetable, agreed with the Client, for submission of the other deliverables. The report will include, if necessary, proposed variations to the original work plan, and a list of any identified risks and issues.
· Interim reports: up to 2 weeks after submission of each deliverable, to include progress to date for each deliverable and an assessment of any identified issues and risks (likelihood/impact/mitigation, etc.).
· First set of Documents: up to 3 months after contract signing the Consultant shall submit the first set of Documents that shall include the following: Rulebook on Management of ICT Projects; Rulebook on the Regulation of Project Deliverables; List of Standards for the Development of Software Solutions 
· Second set of Documents: up to 5 months after contract signing the Consultant shall submit the second set of Documents that shall include the following: Rulebook on Policies and Procedures for Change Management of Hardware, System and Software Solutions; Risk Assessment Methodology; Policy and Procedures for Creation of Backup; Training Needs Assessment
· Third set of Documents: up to 7 months after contract signing the Consultant shall submit the third set of Documents that shall include the following: Security Policies Defining the Framework for Information System Security; Adoption of interoperability framework; Certification of the Directorate for Agrarian Payment – alignment with the SRPS/ISO 27001;
· Final Report: up to 8 months after the contract signing, the Consultant shall submit the Final Report that addresses the comments to all documents, and include as attachments the final deliverables produced under the contract. The final report will include all final versions of deliverables (approved by Client).
Note: All delivered documents must be in line with the SRPS/ISO 27001 standards and delivered in electronic format. 
Reports and deliverables will be submitted: in Serbian and English Language, in electronic version (format upon agreement). 
All Reports shall be approved by the Client (SCAP Project Coordinator and the PMT-ICT Coordinator). 
The Consultant will support the Client work-group in meeting the overall project objectives. All reports (Inception report and Final report) produced are to be submitted in Serbian and English language in electronic form. The Consultant will report primarily to the ICT Coordinator, a member of the PMT established to support the Client in the SCAP Project realization.
During the visits to the Client, the Consultant shall provide a personal computer with appropriate software for their use and the Client will provide a reasonable office space with furniture and internet access, if needed, during the face to face meetings. The Consultant’s team will be provided with an electronic version of all necessary documents available at Client. For the duration of the contract, the Consultant should provide an internet connection and a computer with appropriate software for their own use. 

6. DELIVERABLES AND INDICATIVE IMPLEMENTATION PLAN
Deliverables: The draft reports will be commented on within one week of submittal, after which the Consultant will have one week to incorporate the comments into the subsequent edition of the Report. Following the comments received, the Consultant will send a revised version, with the operated changes highlighted, via the same contact, before formally submitting the final version to the Client for approval. Approvals of the final reports by the Client will be issued within two weeks of submittal. The Client is responsible for formally approving reports. 
All activities under this assignment are expected to be completed within 8 months from contract signing.

Table no. 1  - Deliverables and timeline
	No 
	Deliverable 
	Term 
(from contract signing) 
	Form and language 

	1
	Inception report
	2 weeks
	· In Serbian and English language
· Electronic version

	1
	The first set of Deliverables 
(Rulebook on Management of ICT Projects; Rulebook on the Regulation of Project Deliverables; List of Standards for the Development of Software Solutions)
	3 months 
	· In Serbian and English language
· Electronic version

	2
	The second set of Deliverables
(Rulebook on Policies and Procedures for Change Management of Hardware, System and Software Solutions; Risk Assessment Methodology; Policy and Procedures for Creation of Backup; Training Needs Assessment)
	5 months
	· In Serbian and English language
· Electronic version

	3
	The third set of Deliverables
(Security Policies Defining the Framework for Information System Security; Adoption of interoperability framework; Certification of the Directorate for Agrarian Payment – alignment with the SRPS/ISO 27001;)
	7 months
	· In Serbian and English language
· Electronic version

	4
	Final Report
	8 months
	· In Serbian and English language
· Electronic version



· Inception report: Consultant will prepare, no later than 3 weeks following commencement of the Contract the Inception Report. It shall consist of max. 20 pages and describe initial findings, report on the discussions with the competent authorities, risks and difficulties expected in addition to work program and staff travel, together with a detailed plan of works, task allocations, timelines, and communication procedure. The content of the reports to be prepared within the Contract will be proposed in the Report. 
· Interim (Progress) reports: During the work, the Consultant will prepare brief progress reports on the status of the activities, including progress, problems encountered, and proposed activities for the current month. These reports will be presented to the Client. Interim reports will be submitted within 2 weeks after submission of each deliverable.
· Final Report: At the end of the engagement, the Consultant will prepare a short description of achievements, expert utilization, deliverables provided, problems encountered, and recommendations for future actions to ensure the results' sustainability.  (max. 20 pages). Additionally, as part of the final report, the Consultant shall design a structured monitoring and evaluation framework that includes criteria for assessing adherence to established procedures and rulebooks within the Client. This mechanism should involve performance reviews to gather data on compliance levels. Based on the provided evaluation framework, the Client can utilize this data to generate comprehensive reports detailing adherence levels, identifying areas of improvement, and offering actionable insights to enhance procedural compliance across the organization.
The work stream to provide these deliverables shall be conducted in close collaboration with the Client. Progress towards the deliverables and the final outputs shall be described in the final report and will be subject to approval by the Client.

7. ACCEPTANCE CRITERIA 
7.1 Acceptance criteria
Deliverables submitted to and approved by the authorized person of Client (SCAP Project Coordinator and the ICT Coordinator-PMT).
[bookmark: _Toc39062633]
7.2 [bookmark: _Toc390626331]Other requirements
The submission of complete documentation in the electronic form is mandatory.

8 QUALIFICATIONS OF THE CONSULTANT
The assignment will require a qualified consulting company or a joint venture (Consultant) that can demonstrate capabilities to develop strategic and policy documentation.
The following criteria will be applied to all Consultants that have submitted their expression of interest:

· The Consultant has more than 5 years of experience in development programs and consulting services in carrying out integration of digital technologies in all spheres of business including Analysis of Legal Framework, ICT business analysis, assessment of the current state of ICT, formulating strategic directions and alternatives on development, process improvements, and business workflow automatization.
· The Consultant has implemented and successfully completed, during the last five years, at least 2 (two) contracts that include any of the following tasks: ICT business analysis, assessment of the current state of ICT, preparation of functional/technical documents, formulating strategic directions and alternatives on development capacity building of organizations.
· The Consultant should demonstrate proven experience in international cooperation projects, with emphasis on the digitalization and improvement of the strategic and policy planning process and reporting and in the Public Sector Area Projects (experience in agricultural projects will be considered an advantage).

The Consultant shall establish a Team in accordance with the needs and requirements of this ToR. The Team shall consist of a core team made of key experts with the qualifications and skills defined below. The Consultant is obliged to ensure adequate staff in terms of expertise and time allocation, as well as needed equipment in order to complete the activities required under the scope of work and to achieve the objectives of this Contract in terms of time, costs, and quality. Having in mind the diversity of areas covered by this Contract it is expected that the Consultant shall have sufficient expertise to cover preparation of the documents required.
All experts shall be independent and free from any conflicts of interest in the responsibilities they take on.
The Consultant must provide a team that covers the following requirements:

[bookmark: _Hlk168987357]Team Lead (1 position)
· At least 10 years of general professional experience in the public sector area.
· At least 10 years of experience in development programs and consulting services in carrying out integration of digital technologies in all spheres of business including Analysis of Legal Framework, ICT business analysis, assessment of the current state of ICT, formulating strategic directions and alternatives on development, process improvements, and business workflow automatization, capacity building.
· Proven experience in international cooperation projects, with emphasis on the digitalization and improvement of the strategic planning process and reporting and in the Public Sector Area Projects (experience in agricultural projects will be considered an advantage).
· Proven experience in formulating ICT strategic and policy documents in the Public Sector, experience in Serbia shall be considered an asset
· Proven experience in Capacity development will be considered an advantage
· Knowledge of English language, knowledge of Serbian shall be considered an asset.

Legal and Capacity Building Expert (1 position)
· Minimum 10 years of strategic planning process with a proven record of accomplishment and experience in extensive workflow and process analysis, gap analysis, and business process reengineering.
· Experience in analysis of legal framework and drafting legal documents.
· Proven experience of the Business analysis preparation will be considered an advantage (to be proven by providing signed references from previous clients or employers, showcasing their proven experience and in-depth understanding of business analysis).
· Track record of reporting skills in line with the best standards of international cooperation projects.
· Track record concerning the projects with public sector institutions, experience in Serbia shall be considered an asset.
· Knowledge of English language, knowledge of Serbian shall be considered an asset.

Information and Communications Technology Senior Expert (2 positions)
· Minimum 10 years of IT background with a proven record of accomplishment and experience including ICT business analysis, assessment of the current state of ICT, preparation of functional / technical documents, formulating strategic directions and alternatives on development, project management, process improvements, and business workflow automatization as well as quality assurance of the developed solutions.
· Experience in formulating ICT strategic and policy documents, with experience in Serbia being considered an additional asset.
· Experience with modern IT and web software IT architecture projects.
· Track record of technical reporting skills in line with the best standards of international cooperation projects.
· Experience with web application/service related hardware and software configuration will be considered an advantage.
· Track record concerning the projects with public sector institutions will be considered an advantage.
· Knowledge of English language knowledge of Serbian shall be considered an asset.

ISO Certification Expert (1 position)
· Minimum 10 years of professional experience with ISO 27001 implementation, auditing, and / or maintenance. This may include roles such as ISMS manager, auditor, or similar positions where ISO 27001 compliance was a primary responsibility.
· Completion of formal training courses specific to ISO certification (copies of certificates to be submitted) will be considered an advantage. These courses may cover topics such as ISMS implementation, auditing, risk management, and compliance. 
· Experience in following of relevant laws, regulations, and industry standards related to information security and data privacy.
· Track record of reporting skills in line with best standards and complex technical concepts will be considered an advantage.
· Knowledge of English language knowledge of Serbian shall be considered an asset .

[bookmark: _Hlk171577854]Key Experts will not be evaluated at the shortlisting stage.
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9 SELECTION
The Consultant will be selected in accordance with the CQS method set out in the World Bank’s Procurement Regulations for IPF Borrowers (July 2016, revised November 2017 and August 2018).
All submissions will be evaluated based on the following criteria:
Specific Experience of the Firm Related to the Assignment: 70 points
General Experience of the Firm:  30 points
· 
